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Abstract

Auctions are popular mechanisms used for
buying or selling different items through a bid-
ding process. Self interested, manipulative
players of auction may try to cheat by un-
fair ways. In general, mechanism design of
auctions does not take into account various
kinds of cheating that can happen in various
forms. This cheating can be either from the
seller side or the buyer side. There is also the
possibility of some or all bidders coming to-
gether to increase their revenue. In this paper
we will discuss about cheating in auctions held
for selling single or multiple units of a single
item, i.e. forward auction. We will discuss
the manipulations by sellers in second price
auction, manipulations by buyers in first price
auctions, and investigate best response strate-
gies for non-cheating players. We will also
investigate how privacy can be preserved us-
ing privacy preserving auction to avoid certain
forms of cheating. Finally we discuss the prob-
lem of bidding rings in auctions.

Keywords: Auctions, mechanism design, cheating in
auctions, privacy preserving auctions, bidding rings.

1 Introduction

Auctions are widely used for exchange of object, ser-
vice, or a set of objects by the process of bidding. Auc-
tion may be for selling or procuring object(s). The for-
mer one is called forward auction and the latter one is
reverse auction. Auctions have become the major phe-
nomenon of electronic commerce during last few years.
They are not only widespread means to sell goods, but
have also been shown applicable to task assignment,
scheduling, or finding the shortest path in a network
with selfish nodes. There are various types of auctions
out of which the first price sealed bid auction and the
second price sealed bid auction are the most popular

for their simplicity and efficiency. In first price auc-
tion, the winner pays the amount which he bids while
in second price auctions the winner pays the second
highest price.

Design of such auctions does not consider the pres-
ence of manipulative players. It is quite possible that
some of the malicious players break the system (we will
not be discussing how system can be broken) and get
to know bids submitted by rest of the participants.
Then they can use this information for maximizing
their utilities. Suppose Mrs A is participating in sec-
ond price auction for purchasing a single item. She
puts a bid $687 and is the highest bidder. The second
highest bidder is $686. So she is made to pay $686.
It is quite possible for her to suspect the seller has
cheated by getting access to her bid before auction
closes and he has put dummy bid.

There is also a possibility that all bidders or some
of the bidders will collude to form cartel, a bidding
ring to increase their payoffs. In short, manipulations
are possible in the presence of the malicious players.
These manipulations can be of the following type,

• Cheating sellers in first price auction.

• Cheating sellers in second price auction.

• Cheating buyers in first price auction.

• Cheating buyers in second price auction.

• Bidders forming a collusive ring(s).

In particular, we are intrested in the first price for-
ward auctions in the presence of cheating buyers, sec-
ond price forward auctions in the presence of cheating
sellers and bidding rings in forward auctions. We are
also interested in studying cryptographic protocols for
auctions.

Though we will discuss cheating that can happen
in forward auctions, similar arguments hold true for
reverse auctions as well. The paper is organized as
follows.



In Section 2, we review mechanism design prin-
ciples. We investigate in Section 3 optimal bidding
strategies for honest bidders in cheating environments.
In Section 4, we will study how cryptographic proto-
cols and secure multi party computation can help to
avoid certain cheating and preserve privacy of losing
bids. Can bidding rings be helpful for bidders? What
are optimal strategies/mechanisms for bidding rings to
participate in auction? We will explore this in Section
5. We will conclude with directions for future work in
Section 6.

2 Review of Mechanism Design

Before we look into the problems in auctions addressed
above in detail, we will see what is mechanism design
and how it is used to design first price auction and
second price auction in brief.

2.1 Mechanism Design

The theory of mechanism design concerns with set-
tings where a social planner (or policy maker) faces
the problem of aggregating the individual preferences
into a collective (or social) decision and the individu-
als’ actual preferences that are not publicly known. A
formal description of the mechanism design problem
is :

1. There are n individuals (or agents), indexed by
i = 1, 2, . . . , n, who must make a collective choice
from some set X, called the outcome set or choice
set.

2. Prior to the choice, however, each agent i pri-
vately observes his preferences over X. Formally,
this is modeled by supposing that agent i observes
a parameter, or signal θi that determines his pref-
erences. The parameter θi is referred to as agent
i’s type. The set of possible types of agent i is
denoted by Θi.

3. The agents’ types, denoted by θ = (θ1, . . . , θn)
are drawn according to a probability distribution
function Φ ∈ ∆Θ, where Θ = Θ1 × . . .×Θn, and
∆Θ is the set of all the probability distribution
functions over the set Θ. Let φ be the correspond-
ing probability density function.

4. Each agent i is rational and intelligent and this
fact is modeled by assuming that the agents al-
ways try to maximize a Bernoulli utility function
ui : X ×Θi → R.

5. The probability density φ(·), the type sets
Θ1, . . . ,Θn, and the utility functions ui(·) are
assumed to be common knowledge among the
agents. Note that the utility function ui(·) of
agent i depends on both the outcome x and the
type θi. Even though, the type θi is not com-
mon knowledge, by saying that ui(·) is common
knowledge we mean that for any given type θi, the
social planner and every other agent can evaluate
the utility function of agent i.

In the above situation, the social planner has to
solve the problem, “For a given type profile θ =
(θ1, . . . , θn) of the agents, which outcome x ∈ X
should be chosen?” He can solve this problem by
choosing an appropriate function known as social
choice function, which is defined as:

Definition 1 A social choice function (SCF) is a
function f : Θ → X, which a social planner or policy
maker uses to assign a collective choice f(θ1, . . . , θn)
to each possible profile of the agents’ types θ =
(θ1, . . . , θn) ∈ Θ.

He has to also consider,“How do we extract the true
type θi of each agent i, which is the private informa-
tion of agent i?”. This is referred as truth revelation
problem. For any given realization θ, different agents
may prefer different outcomes. Therefore, there is no
surprise if an agent i reveals untruthful type, say θ̂i, to
the social planner because doing so may help him drive
the social outcome towards his most favorable choice,
say x̂. This phenomenon is known as the information
revelation (or elicitation) problem. One way in which
social planner can tackle this problem is the use of an
appropriate mechanism.

Definition 2 A mechanism M = ((Ci)i∈N , g(·)) is a
collection of action sets (C1, . . . , Cn) and an outcome
function g : C → X, where C = C1 × . . .× Cn.

The set Ci for each agent i describes the set of actions
available to that agent based on his actual type θi.

• Given a social choice function f(·), note that a
direct revelation mechanism is a special case of
a mechanism M = ((Ci)i∈N , g(·)) with Ci =
Θi ∀ i ∈ N and g = f .

Each mechanism induces a game among players.
Based on the equilibrium strategies of players, mecha-
nism implements some social choice function. We will
see dominant strategy implementation and Baysian
Nash implementation of a social choice function.
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2.2 Dominant Strategy Implementa-
tion of SCF

Definition 3 A pure strategy profile sd(·) =(
sd
1(·), . . . , sd

n(·)
)

of the game Γb induced by the mech-
anism M , is said to be a weakly dominant strategy
equilibrium iff it satisfies the following condition.

ui(g(sd
i (θi), s−i(θ−i)), θi) ≥

ui(g(s
′

i(θi), s−i(θ−i)), θi)
∀i ∈ N,∀θi ∈ Θi,∀θ−i ∈ Θ−i,

∀s
′

i(·) ∈ Si,∀s−i(·) ∈ S−i

where Si is the set of pure strategies of the agent i in

the induced Bayesian game Γb, and S−i = Xj∈N−{i} Sj

is the set of pure strategy profiles of all the agents
except agent i.

Definition 4 We say that the mechanism M =
((Ci)i∈N , g(·)) implements the social choice func-
tion f(·) in dominant strategy equilibrium if there
is a weakly dominant strategy equilibrium sd(·) =(
sd
1(·), . . . , sd

n(·)
)

of the game Γb induced by M such
that

g
(
sd
1(θ1), . . . , sd

n(θn)
)

= f (θ1, . . . , θn)
∀ (θ1, . . . , θn) ∈ Θ

2.3 Baysian Nash Implementation of
SCF

Definition 5 We say that the mechanism M =
((Ci)i∈N , g(·)) implements the social choice func-
tion f(·) in Bayesian Nash equilibrium if there is
a pure strategy Bayesian Nash equilibrium s∗(·) =
(s∗1(·), . . . , s∗n(·)) of the game Γb induced by M such
that

g (s∗1(θ1), . . . , s∗n(θn)) = f (θ1, . . . , θn) ∀ (θ1, . . . , θn) ∈ Θ

Following is the definition of Bayesian Nash equilib-
rium of the Bayesian game Γb.

Definition 6 (Bayesian Nash Equilibrium)
A pure strategy profile s∗(·) = (s∗1(·), . . . , s∗n(·)) of
the game Γb induced by the mechanism M , is a
Bayesian Nash equilibrium iff it satisfies the following
condition.

Eθ−i [ui(g(s∗i (θi), s∗−i(θ−i)), θi)|θi] ≥

Eθ−i [ui(g(s
′

i(θi), s∗−i(θ−i)), θi)|θi]

∀i ∈ N,∀θi ∈ Θi,∀s
′

i(·) ∈ Si

2.4 Dominant Strategy Incentive
Compatibility (DSIC)

Definition 7 The SCF f(·) is said to be domi-
nant strategy incentive compatible (or truthfully imple-
mentable in dominant strategies)1 if the direct revela-
tion mechanism D = ((Θi)i∈N , f(·)) has a dominant
strategy equilibrium sd(·) = (sd

1(·), . . . , sd
n(·)) in which

sd
i (θi) = θi,∀θi ∈ Θi,∀i ∈ N .

2.5 Bayesian Incentive Compatibility
(BIC)

Definition 8 The SCF f(·) is said to be Bayesian
incentive compatible (or truthfully implementable in
Bayesian Nash equilibrium) if the direct revelation
mechanism D = ((Θi)i∈N , f(·)) has a Bayesian Nash
equilibrium s∗(·) = (s∗1(·), . . . , s∗n(·)) in which s∗i (θi) =
θi,∀θi ∈ Θi,∀i ∈ N .

Now, we will see the mechanism design in the case
of first price auction and second price auction

2.6 First Price Auction

Consider an auction for single unit of a single item.
The social planner is the auctioneer himself. Each
buyer submits bid based on his valuation of the item.
The good should be allocated to one who value it
the most. If bidder i’s bid is the highest (we as-
sume no ties), he is declared as winner and pays what
he has bid for. This can be described as a mech-
anism as follows: In this example, the mechanism
that is being used by the auctioneer is an indirect
mechanism M = ((Ci)i∈N , g(·)), where Ci ⊂ R+ is
the set of bids that bidder i can submit to the auc-
tioneer and g(·) is the outcome rule given by g(b) =
(y1(b), . . . , yn(b), t1(b), . . . , tn(b)), where b is bid vec-
tor. The yi(·) are winner determination rules and the
ti(·) are known as payment rules

yi(b) =
{

1 : if bi is the highest bid
0 : otherwise

ti(b) = −biyi(b)

Assume, there are two buyers and their valuations
are uniformly distributed in [0, 1]. It can be shown
that, bi(θi) = θi

2 , i = 1, 2 is Bayesian Nash equi-
librium of the underlying game. The above mecha-
nism, implements the social choice function f(θ) =

1Strategy-proof, cheat-proof, straightforward are the alter-
native phrases used for this property.
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(y1(θ), y2(θ), t1(θ), t2(θ)) in Baysian Nash equilibrium,
where θ = (θ1, θ2) is vector of true types of agents and

yi(θ) =
{

1 : if θi is the highest type
0 : otherwise

ti(θ) = −θi

2
∗ yi(θ)

2.7 Second Price Auction

The setting is the same as the first-price auction. The
only difference is in the payment rule. In the second-
price sealed bid auction, the bidder with the high-
est bid gets the good and pays to the auctioneer an
amount equal to the second highest bid.

yi(b) =
{

1 : if bi is the highest bid
0 : otherwise

ti(b) = −Second highest bid ∗ yi(b)

This auction is also called as Vickrey auction, named
after Vickrey [17] who has shown that the truth reve-
lation is weakly dominant strategy for each bidder in
this auction. So the mechanism here is direct revela-
tion mechanism.

2.8 Summary

The theory of mechanism design is quite rich and the
extensive literature is available for detailed discussion.
We refer reader Myerson [12] and Garg [7] for further
reading.

3 Cheating in Auctions

With the advent of the Internet era, on line auctions
are widely used. As security of the servers is question-
able, some of the players may be able to breach the
security and gain some knowledge of the private infor-
mation of the other players. This type of manipulation
is possible by both sellers and buyers.

A seller can profitably cheat by examining bids be-
fore auction clears and submitting an extra bid under
false identity. This type of bidding is called shill bid-
ding. In the case of first price auctions, seller does
not have any advantage to report shill bid as either
shill bid win and trade does not happen or winner
pays whatever he has bid. In case of the second price
auction, which is also referred as Vickrey auction, sub-
mitting true type is dominant strategy, irrespective of
others valuations. So if the buyer get access to the
other bids in Vickrey auction, his strategy is not going
change. Thus, there is no need to study the cheating

by the seller in the first price auctions and the cheat-
ing by the buyer in the second price auction. Thus we
are left with only two scenarios to consider :

1. Manipulative Seller in second Price Auction

2. Manipulative Buyers in first Price Auction

3.1 The Case of a Manipulative Seller
in Second Price Auction

A seller can profitably cheat in a second price auction.
For example, if the bidders in an eBay auction each
use a proxy bidder (essentially creating a second-price
auction), then the seller may be able to break into
the eBay’s server, observe the maximum price that a
bidder is willing to pay, and then extract this price
by submitting a shill bid just below it using a false
identity.

It is assumed that there is no chance that the seller
will be caught when he cheats. However, not all the
sellers are willing to use this power (or, not all sellers
can successfully cheat). It is also assumed that a prob-
ability with which the seller will cheat is a common
knowledge. In this setting, Porter and Shoham [15]
have derived an equilibrium bidding strategy for the
case in which, each bidder’s value for the good is inde-
pendently drawn from an identical distribution (with
no further assumptions except for continuity and dif-
ferentiability). This result shows how first and second-
price auctions can be viewed as the end points of a
spectrum of auctions.

3.1.1 Notation

Table 1 describes the notation used for the problem
formulation and analysis.

3.1.2 The Problem Formulation

The following are the assumptions in the model:

• The types of all agents are independently drawn
from F (.).

• F (.) is strictly increasing and differentiable.
Call the probability density function (pdf )
f(θi) = F ′(θi)

• The seller does not put a reserve price.

• There are no ties. This simplifies the analysis as
well as this is zero probability event by continuity
assumptions.

• Each agent is risk-neutral.
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N = The set of bidders/agents
= {1, 2, 3, ..., i, ..n}

θi = Type of an agent i

F = The cumulative distribution
function (cdf) for each agent’s
type. [0, 1]

µc = Indicator variable that takes the
value 1, if seller cheats
and 0 Otherwise

P c = The probability with which seller is
going to cheat.

θ = (θ1, . . . , θi, . . . , θn)
The vector of types of all agents

bi : [0, 1] → [0, 1]
The bidding strategy for agent i

θ−i = (θ1, . . . , θi−1, θi+1 . . . , θn)
The vector of types of all agents
except agent i

θ = (θi, θ−i)

b(θ) = (b1(θ1), . . . , bn(θn))
The bid vector of types of all agents

b−i(θ−i) = The bid vector without agent i

b[1](θ) = The highest bid in b(θ)

b[1](θ−i) = The highest bid in b−i(θ−i)

Table 1: Notation for Cheating in Auctions

If the seller does not cheat, then the winning agent
pays the second highest bid. On the other hand, if the
seller does cheat, then the winning agent pays his bid,
since we assume that a cheating seller would take full
advantage of his power. So payment rule for winning
agent is,

pi(b(θ)), µc) = µcbi(θi) + (1− µc)b[1](θ−i)

Let µ() be an indicator function that takes an in-
equality as an argument and returns 1 if it is true,
and 0 otherwise. The utility for agent i is zero if it
does not win the auction, and the difference between
its valuation and its payment if it does.

ui(b(θ), µc, θi) =
µ(bi(θi) > b[1](θi)).(θi − pi(b(θ), µc))

3.1.3 Analysis

Each agent is risk-neutral, and thus aims to maximize
his expected utility, with the expectation taken over
the types of the other agents and over whether or not
the seller cheats. Porter and Shoham [15] have found
the Bayesian Nash equilibrium for an arbitrary distri-
bution F (.).

Theorem 1 In a second-price auction in which the
seller cheats with probability P c, it is a Bayesian Nash
equilibrium for each agent to bid according to the fol-
lowing strategy:

b∗i(θi) = θi −
∫
0

θiF ( N−1
P c )(x)dx

F ( N−1
P c )(θi)

It is useful to consider the extreme points of P c. It
is quite natural to expect an optimal strategy when
P c = 1 to be same as the first price auction as winner
is always going to end up in paying as he has bid for.
Setting P c = 1 yields the correct result for a first-
price auction. In the case of P c = 0, this solution is
not defined. However, in the limit, b∗i(θi) approaches
θi as P c approaches 0, which is what we expect as the
auction approaches a standard second-price auction.
In between, the response of the bidder varies smoothly
from first price auction to second price.

3.2 The Case of Manipulative Buyers
in a First Price Auction

We now consider the case in which the seller is honest,
but there is a chance that some of the buyers will cheat
and examine the other bids before submitting their
own (or, alternatively, they will revise their bid before
the auction clears). Since this type of cheating serves
no purpose in a second-price auction, we only analyze
the case of a first-price auction.

After revising the formulation from the previous
section, we present a fixed point equation for the equi-
librium strategy for an arbitrary distribution F (.).
This equation will be useful for the analysis of the uni-
form distribution, in which we show that the possibil-
ity of cheating agents does not change the equilibrium
strategy of honest agents. This result then has im-
plications for the robustness of the symmetric equilib-
rium to overbidding in a standard first-price auction.
Furthermore, we find that for other distributions over-
bidding actually induces a competing agent to shave
more off of its bid.
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We are only concerned with how an honest agent
should bid given that it is aware of the possibility
of cheating. Thus, it suffices for an honest agent to
know that he will win the auction if and only if his
bid exceeds every other honest agents bid and ev-
ery cheating agents type. Let P a be the probabil-
ity with which every agent will cheat. In this case
he will pay second highest bid. If he does not cheat,
he will pay his bid. These selections are made inde-
pendently and are recorded by a vector of indicator
variables, µa = (µa1 , . . . , µan), where µai = 1 denotes
that agent i pays the second highest bid. All µais are
independent. The utility for agent i is,

ui

(
b(θ), µa, θi

)
= (θi − bi(θ))×

∏
j 6=i

[
µaj .µ

(
bi(θi) > θj

)
+

(1− µaj ).µ
(
bi(θi) > bj(θj)

)]
Yet there is no any closed for solution for an optimal

strategy of an honest agent i, but the optimal strategy
is fixed point solution of following equation,
b∗i(θi) = θi −R θi

0

(
P a.F (b∗i(x))+(1−P a).F (x)

)(N−1)

dx(
P a.F (b∗i(θi))+(1−P a).F (θi)

)(N−1)

Though, it is expected that, the bidder has to raise
bid to compensate for reduced probability of winning,
in case of uniform distribution this turns out to be

b∗i(θi) =
N − 1

N
θi

This is same as in case without any agent cheating.
In general, it may not be true. For general settings,
the bidder may need to raise the bid than his equilib-
rium bid in the absence of cheating.

3.3 Summary

In this section, we have seen the manipulations by
the seller in the case of second price auctions and the
manipulations by the buyers in the case of first price
auction. We studied the optimal response of honest
players in the presence of such cheating. But, can
we avoid such cheating? Also what if the seller does
not cheat in current auction, but uses data from the
current auction in future auctions. We will see how to
prevent such cheating in the next section.

4 Privacy Preserving Auctions

In recent times, the need for privacy has been a factor
of increasing importance in auction design and vari-
ous schemes to ensure the safe conduction of sealed-
bid auctions. The seller may not have cheat like ex-
plained in section 3.1. But still there is problem, which
can be formally stated as “Even if current informa-
tion can be safe guarded, records of past behavior can
be extremely valuable since the historical data can be
used to estimate willingness to pay. What should be
the appropriate technological and social safeguards to
prevent this problem”. Varian [16] was first to address
this formally. Consider the follwing example,

Example 1 Suppose you participate in an on line
second price auction for a single item on some web-
site. You put bid $1000. Second Highest bid is $600,
you win and pay $600. Next day there is auction for
same item on same website, again you bid $1000 and
but now the second highest bid is $999. Its then quite
possible that web site has used your previous bid.

To avoid certain manipulations in auctions, most
desirable properties are as follows:

• No coalition of players should be able to know
your private values and manipulate output of the
auction.

• Only winner and payment should be disclosed.

• Even after auction is closed, your private values
should not be revealed.

• Protocol should be publically verifiable.

• Nobody should be able to deny what he has bid.

To achieve the above properties, the bidders them-
selves calculate the output of an auction. Secure Multi
Party Evaluation and cryptography play role into it.

In the theory of Secure Multi-Party Computation
(MPC), the function f is said to be t − private if no
coalition of at most t parties can infer any additional
information from execution of protocol. f is privately
computable (or fully private) if it is N−private, where
N is total number of parties involved in the MPC.

The protocol is unconditionally fully private if it
does not rely on computational intractability as well
as on trusted fractions of parties, i.e. the function
is fully private. Brandt and Sandholm [3] have used
Corners lemma and proved that max, argmax function
are not privately computable. In that paper it has
shown that first price auction can be emulated by fully
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private protocol. However, the round complexity of
such protocol is exponential in bid size.

They have proved that second-price auction can not
be emulated by unconditionally fully private protocol
if there are more than 2 bidders. But for all practi-
cal purpose, we can assume that players are compu-
tationally bounded and look for computationally fully
private protocols. This classes of private distributed
computing can be explained in Figure. 1.

Figure 1: Secure Private Protocols

4.1 Notation

Extensive research has been carried out to have pri-
vacy in auctions. It starts with Nurmi et al’s [14] work
for Vickrey auction. One approach is to have multi-
ple auctioneers or servers to hold an auction. Submit
your partial bid in encrypted form to each auction-
eer in such a way that only all the auctioneers will be
able to reconstruct the bid. It will be assumed that
not all the auctioneers will collude. There are several
approaches for preserving privacy in auctions. We will
discuss some of the work to achieve computational pri-
vacy in detail. We will use following notation:

n = Number of bidders
m = Number of auctioneers
k = Number of Possible diffrent bid values

4.2 A Secure Vickrey Auction

Yao (1982), proposed a protocol to decide who is richer
between two millionaires without disclosing their ac-
tual wealth. Nurmi [14], has used protocol this proto-
col to achieve privacy in the second price auction with
two bidders. This can be generalized to n bidders case.

Let ei(.) denote the encryption operation using i’s
public key. And di(.) denote the decryption opera-
tion using i’s private key. A,B be bidders and C be
auctioneer. The protocol is as follows :

• B chooses randomly a large number x and
encrypts it with A’s public encryption key
to obtain eA(x) = K. Both A and
B send to the bid-taker their bids in the
form: < eC

(
eA(PASA)

)
, eC

(
eA(SA)

)
> and

< eC

(
eB(PBSB)

)
, eC

(
eB(SB)

)
>, respectively.

Here eC is the bid-taker’s public encryption key,
PA (PB , respectively) A’s (B’s) bid, and SA (SB)
a number privately chosen by A (B).

• B sends A the value K − j, that is, the differ-
ence between the encrypted version of the num-
ber that she randomly chose in Step 1 and the
ordinal number that identifies her own bid.

• A now computes a number sequence: yu =
dA(K− j +u), where u = 1, . . . , k. A does not re-
veal this sequence to B. A also computes for each
u the following value: zu = yu(mod q) where q is
a prime number chosen by A. Each z-value must
be smaller than q−1. The difference between any
two z-values has to be at least 2. Should either of
these requirements not be the case, another value
of q is chosen by A.

• A reports to B the following sequence:

zj , . . . , zi, zi+1 + 1, zi+2 + 1, ..., zk + 1, q.

• The condition that the difference between any
two z-values be at least two guarantees that no
number appears twice in this sequence. B de-
termines whether the following condition is met:
zi = x(mod q). If it is, then j; which identifies B’s
bid; is no larger than i; which identifies A’s bid.
If it is not, then B’s bid is strictly larger than
A’s. This conclusion follows from the fact that
zj = yj(mod q) = dA(K − j + j) = dA(K) = x.

• Here the second equality is a consequence of Step
3 with u = j. If j is strictly larger than i, zj +1 is
received and the equations do not hold. B informs
A about her conclusion in Step 5. The losing
bidder sends her decryption key to the bid-taker,
where upon the latter can recover her bid (see
Step 1) and thus the price to charge the winning
bidder.

Though this is very simple protocol and works fine,
it has lot communication cost as well computations
involved are very high.
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4.3 Secure First Price and (M+1)-st
Auctions

Some of the protocols use, Homomorphic Encryptions.
Homomorphic encryption is encryption with special
property. If (m1, c1) and (m2, c2) are plain text - ci-
pher text pairs, then c1 ∗ c2 is encryption of m1 ∗m2.

Franklin and Reiter [6] have distributed the bids to
m different servers out of which no m/3 or more col-
lude. The bidder submits his bid in the form of ‘digital
coin’ using Verifiable Signature Sharing scheme with
m diffrent servers. Less than m/3 servers can not re-
construct it. After the auction is closed, the bids are
opened and the winner is determined. Only winning
bids are disclosed by the servers and used for payment
from the bank. Here some kind of mutual trust is as-
sumed. Also minimum 4 servers are required for the
protocol implementation.

The Naor et al [13] have introduced the notion of
Auction Issuer. (AI) AI is assumed to be semi trusted
party. The authors have used 1 out of 2 proxy obliv-
ious transfer(OT). The proxy is the auctioneer. The
auction issuer generates circuit to evaluate the auc-
tion. This is in the form of table. But from table,
the auctioneer gains no information related with the
bids. Bidders choose their bid values and using 1 out
of 2 proxy OT, the auctioneer only gets what are the
inputs to the circuit and determines the output. He
gains no information about bid values.

In this paper, the authors have mainly talked about
the second price auction for single unit, single item.
This can be generalized for any combinatorial auc-
tions. But disadvantage is the circuit size is exponen-
tial in nature. This protocols are quiet inefficient, as
well it is assumed that AI and the auctioneer does not
collude.

Kikuchi [9, 10] has proposed (M + 1)st price pro-
tocol, for M units of a single item. They have used
secret sharing based on random polynomials in Zp.
There are m auctioneers, where m > k There is some
parameter ‘c’ as input to the protocol. It is assumed
that no more than c auctioneers collude. They have
improved the round complexity to O(log k), but m > k
is quite stringent requirement.

Abe and Suzuki [1] proposed the (M + 1)st price
Auction using Homomorphic Encryptions. Communi-
cation cost is O(log k), but it is assumed that there is
some trusted third party.

4.4 Computationally Fully Private
Auction Protocols

Brandt and Sandholm [4, 2] have given efficient
privacy-preserving protocols for multi-unit auctions.
All the bidders play role in determining the output
of an auction. The number of rounds of communi-
cation is constant and there is no need of an auc-
tioneer. They have used homomorphic encryption
schemes. These protocols are computationally fully
private. They have analyzed the cases of ties also.

In his work, Brandt has represented bid of each
agent in vector form as distributed homomorphic en-
cryption allows agents to efficiently add secret values.

Let p be a vector of k possible prices (or valuations),
p = (p1, p2, . . . , pk), and bidi ∈ {1, 2, . . . , k} a bid. The
bid vector b of this bid is defined so that component
bbid = 1 (the bidder bids pbid) and all other compo-
nents are 0. We will need following k × k matrices

Lk =


1 0 . . . 0
1 1 . . . 0
...
1 1 . . . 1

 Ik =


1 0 . . . 0
0 1 . . . 0
...
0 0 . . . 1



Uk =


1 1 . . . 1
0 1 . . . 1
...
0 0 . . . 1

 R∗
k =


∗ 0 . . . 0
0 ∗ . . . 0
...
0 0 . . . ∗


Entries on diagonal of R∗

k are random numbers, un-
known to agents, which are jointly created by all the
agents.

4.4.1 First Price Auction

Given vector B where each component of the B de-
notes the number of bids at the corresponding price,
agent ‘a’ calculates,

f1
a (B) =

(
(Lk − Ik)B − (Uk − Ik)ba

)
R∗

k

A single component in this vector remains zero if and
only if bidder ‘a’ is the highest.

Example 2 Consider, there are two bidders and
p = (10, 20, 30, 40, 50, 60) first bidder puts bid 20
and second one 50. so b1 = (0, 0, 0, 0, 1, 0)T , b2 =
(0, 1, 0, 0, 0, 0)T and B = (0, 1, 0, 0, 1, 0)

f1
1 (B) =

(
(L6 − I6)B + (U6 − I6)b1

)
R∗

6
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=


1
1
2
2
1
2

 R∗
6 =


∗
∗
∗
∗
∗
∗


f1
2 (B) =

(
(L6 − I6)B + (U6 − I6)b2

)
R∗

6

=


1
0
1
1
1
2

 R∗
6 =


∗
0
∗
∗
∗
∗


By execution of these protocols, the bidder 1 does

not gain any information at all. Bidder 2 knows he
has won. The seller knows the winner’s identity and
selling price. In case of ties, seller will know all the
highest bidders. To avoid this the above protocol can
be modified in which winner with lowest index will be
known. Let,

uj =


b1j

b2j

...
bnj

 and X = (x1, x2, . . . , xn) =


((Ln − In)uk)T

((Ln − In)uk−1)T

...
((Ln − In)u1)T


Agent ‘a’ calculates,

f1
a (B) =

(
(Lk − Ik)B − (Uk − Ik)ba + xa

)
R∗

k

4.4.2 (M+1)-st Price Auction

Here we will need ek which is k dimensional vector of
all ones. Each bidder ‘a’ calculates,

priceM+1
a (B) =(

(2Lk − Ik)B − (2M + 1)e + (2M + 2)Ukba

)
R∗

k

If vector
priceM+1

a (B)

contains a zero then, bidder ‘a’ qualifies as a winner
and the position of the zero indicates the selling price.
All other components are random values.

In case of ties, situation become quite complex.
Suppose there are t ties and u bids which are higher
than (M + 1)st bid, then each bidder has to calculate

pricetieM+1
atu (B) ∀t, u

where
pricetieM+1

atu (B)

=
(
((n + 1)Lk + Ik)B −

(
(n + 1)(t + u) + t

)
e+

(n + 1)2Ukba

)
R∗

k if u = M

=
(
((n + 1)Lk + Ik)B −

(
(n + 1)(t + u) + t

)
e+

(n + 1)2(Uk − Ik)ba

)
R∗

k otherwise

the values of t and u has to be found by brute-force
way by running them over all possible values. Only
for actual values of t and u, the appropriate result-
ing vector will contain zero. From which winner and
selling price can be determined.

4.5 Summary

In this section we have discussed,

1. fully private protocols,

2. unconditional privacy and conditional privacy,

3. how cryptography is used for privacy preserving
auctions.

In such protocols privacy is preserved, if the seller
or the buyers cheat by trying to get access to the pri-
vate types. It is also possible that some or all the
bidders may come together. We will investigate this
collusive bidding in the following section.

5 Bidding Rings

It is quite possible that all the buyers come together,
agree not to bid against each other and bid as low
as possible for mutual benefit. For instance, consider
the allocation of Federal Communications Commission
(FCC) spectrum bands. It is supposed that there was
collusion among bidders [5]. Such collection of col-
luding bidders is called ‘bidding ring’. McAfee and
McMillan [11] were first to analyze such bidding rings.
When such cartels are formed, they have to face at
least four obstacles :

1. There should be some mechanism to divide the
spoils.
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2. Whatever they agree upon, there should be some
way to enforce the agreement.

3. Collusion contains seeds of its own destruction.

4. The victims of the cartel may take actions to
destabilize it.

The cartels are of two types, weak cartel in which
there are no side payments. And strong cartel which
can eliminate new entrants and make transfer pay-
ments.

Let F be cumulative distribution function for val-
uation of a product by agents over [0, vh]. All agents
private values are assumed to be independent. It is
also assumed that, F has differentiable density f over
(0, vh). Define,

H(v) =
1− F (v)

f(v)

5.1 Weak Cartels

Let r be reserve price put by the seller. McAfee [11]
has shown that,

Theorem 2 In case of weak cartels if H ′(v) ≥ 0, bid-
ders will end up in non-cooperative bidding. In other
case i.e. H ′(v) < 0, (which are more likely) the bid-
ders having true type not less than reserve price will
bid the reserve price.

b(θi, θ−i) = 0 θi < r

= r otherwise

Basically in the absence of side payments, the in-
centive compatibility requires the good to be allocated
stochastically to anyone whose valuation is greater
than reserve price with equal probability. By submit-
ting equal bids, the bidders use the seller as random-
izing device.

Sometimes it is possible that the cartel may choose
to do coordinated bidding insted of the identical bid-
ding of Theorem 2. This mechanism will have some
device to choose which bidder’s turn to bid. That bid-
der will be asked wether he is interested the item at
price r. If he is interested, he will bid r unopposed,
else next bidder in line will be asked. This type of
co-ordinated bidding, instead of identical one, occurs
in two cases.

� Identical bidding results in equal probability for
each bidder to win. But sometimes, cartel may
seek different division of spoils from this.

� Some times, seller might be having deterministic
algorithm for tie breaking, something like bidder
whose names comes first in alphabet or firm hav-
ing smaller size. Then bidder will not be inter-
ested in cartel in such situations. So they will
prefer rotating bid rather than identical bidding
strategy.

5.2 Strong Cartels

In case of the strong cartels, cartels can exclude non-
serious bidders. Also it is possible to have transfer of
payments among the cartel members. In such case,
optimal cartel mechanism has property that bidder
having the highest value wins if and only if his valua-
tions exceeds r and the seller receives r. The optimal
mechanism that implements this is as follows :

Theorem 3 The following mechanism is incentive
compatible and efficient. Before the auction, cartel
members report their valuations to the mechanism. If
no valuation exceed r, cartel does not bid in auction.
If at least one bidder reports valuation greater than r,
the bidder reporting the highest v, his true type, ob-
tains the item and pays :

T (v) = F (v)−n

×
∫

r

v

(u− r)(n− 1)F (u)n−1f(u)du + r

Each losing bidder receives from the winner T (v)−r
n−1 ,

and the seller receives r.

The cartel’s mechanism implementing the Theorem
3 is not unique. There are many mechanisms yielding
the same expected profit as a function of valuation.
One mechanism corresponding to that of Theorem 3
is cartel setting up an auction of their own.

Corollary : The cartel can implement the mecha-
nism of theorem 3 by holding a prior first price auc-
tion. If highest bid exceeds r, the winner bids r, in
the legitimate auction and pays each of the losers, the
equal share of difference between his bid and r.

5.3 Multiple Bidding Rings

In the above discussion, it is assumed that, there exist
single bidding ring. Brown et al [8] has considered auc-
tions with multiple cartels. They include, the choice
of whether or not to collude as the agents’ strategy
space. They show that it is an equilibrium for the
agents to choose to join the bidding ring when invited
and then truthfully declare their valuations to a ring
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center; who invites agents to participate in rings, sub-
mits bids on be half of agents. It has also shown that
the existence of bidding rings benefits the ring centers
and all the agents at the auctioneers expense.

5.3.1 Assumptions

The following assumptions are made in the model :

I Bidders are risk-neutral, with independent pri-
vate values drawn from an arbitrary continuous
and atomless distribution f on the interval [0, 1].

I The distribution over the number of agents in the
economic environment has the property that the
numbers of agents invited to each bidding ring are
independent.

I Invitations to join bidding rings are exogenous
and each bidder receives at most one invitation.

I It is impossible for bidders to place bids both in
the bidding ring and directly in the main auction.

I Only a single bidding ring protocol is used in the
auction.

vi Valuation of an agent i.

b(vi) Equilibrium strategy for agent i

be(vi, n) Equilibrium strategy for agent i,
when there are n agents

p The Probability distribution over
number of agents in the auction

be(vi, p) Equilibrium strategy when type of
agent i is vi and pdf is p

p(n, si) The distribution over the number of
agents conditioned on i’s signal si

Table 2: Notation for bidding ring protocol

Note : The total number of agents that are going
to participate in an auction is not fixed. Each agent
only knows it probabilistically and this number is also
private information to the agent.

5.3.2 Bidding Ring Protocol

The notation is described in Table 2.

1. Each agent i sends a message µi to the ring center.

2. If all k agents accept the invitation then the ring
center drops all bidders except the bidder with
the highest reported valuation, whom we denote
as bidder h. For this bidder the ring center in-
dicates the intention to bid in the main auction,
and places a bid of be(µh; pn,1).

3. Otherwise, the ring center indicates an intention
to bid in the main auction on behalf of every
agent, who accepted the invitation to the bidding
ring. For each such bidder i, the ring center sub-
mits a bid of be(µi; pn−k+1,k), where in this case n
(the number of bidders announced by the auction-
eer) will include all agents invited to the bidding
ring.

4. The ring center pays each member a pre-
determined payment cn,k ≥ 0 whenever all bid-
ders participate in the ring, which is independent
of the outcome of the auction and the amount
each bidder bid, but which can depend on n and
k.

5. If bidder h wins in the main auction, he is made
to pay be(µh; pn,1) to the center and be(µh; pn,k)−
be(µh; pn,1) to the ring center.

With above assumptions, and the bidding ring pro-
tocol, Brown et all [8] have shown :

Theorem 4 It is a Bayesian Nash equilibrium for
all bidding ring members to choose to participate and
to truthfully declare their valuations to their respec-
tive ring centers, and for all non-bidding ring mem-
bers to participate in the main auction with a bid of
be(v; pn,1).

5.4 Summary

In this section, we have seen what types of bidding
rings may form and what are optimal strategies for
these rings to participate in auction. We conclude the
paper with future directions for research in the next
section.

6 Directions for Future Work

Porter and Shoham [15], have given only fixed point
solution for optimal strategies by honest players in
first price auction in the presence of cheating for most
general settings. The closed form solutions is still open
problem.

We have seen many privacy preserving auction pro-
tocols in Section 4. But many of them may rely on
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some trusted third party (TTP). The number of pub-
lic key operations in all such auctions are exponential
in the bid size except Nurmi’s work which rely on Auc-
tion Issuer, a trusted third party. So one has to come
up with more efficient protocols without any kind of
TTP or mutual trust among players, which can handle
cases of ties.

Also there is not much work done for privacy pre-
serving in combinatorial and iterative auctions.

Though bidding rings have been studied extensively
in McAfee [11] and Brown [8], they have considered
it has one shot game. There is a need for further
analysis of stability of such rings. The presence of
rings at various places gives intuitive idea that such
rings might be stable. One might want to formally
prove the result.
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